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Steghide 

Steghide is a steganography tool in Kali Linux that can hide data behind images, audio files, documents, 
programs, and more. It takes a normal cover-media and hides a message without much notice. Below is 
my example of a normal Kali image and a newly created Kali image with a hidden message inside. A 
simple Steghide command hides a message file inside an image file. Extraction is also very easy using 
password protection and you can display which algorithm is used to encrypt the data or message in the 
file. As you can see below, I compared the original image and the new image with the hidden message 
that Steghide created called “hidden.jpg.” Notice the new image is slightly bigger in size (see metadata); 
because the hidden message is within.  

It’s also relevant that when I tried to hide a larger message file, it would not let me because the cover 
image was too short to embed the larger message. There is a compression mode, but I haven’t tried that 
yet. There are online tools that let you compare the before and after images, pixel by pixel, and will 
show you exactly, in color, where the image changed due to the hidden message. See my example of the 
two images also below. 

 

 

Online Comparison Tool showing, in color, the pixels that were changed due to the hidden message. 
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